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1	Decision/action requested
This contribution proposes editorial coreections, EN removal to TR33.811. 
2	References				
 
3	Rationale					
This contribution proposes editorial coreections, EN removal to TR33.811.
4	Detailed proposal						
pCR
***	BEGIN of 1st CHANGES	***
Note to Rapporteur: font color is changed from red to black
[bookmark: _Toc512262153]1	Scope
The present document is a study on the threats, potential security requirements and solutions for the features of 5G network slicing management as described in TS 28.530 [2] and TS 28.531[3]. 
***	END OF 1st CHANGES	***


***	BEGIN of 2nd CHANGES	***
[bookmark: _Toc512262160]5				Key issues
Editor’s note: This clause contains key issues that should be addressed by SA3. 	Comment by Lei Zhongding (Zander): Key issues have been added
[bookmark: _Toc512262161]5.1	Key issue #1: Unauthorized access to Management Exposure Interface 
Editor’s note: This key issue needs to be updated according to TS 28.530 and TS 28.531. 	Comment by Lei Zhongding (Zander): Terms alignment
[bookmark: _Toc512262162]5.1.1	Key issue details
[bookmark: _GoBack]Network slicing allows operators to offer customised services to customers. It is possible for 5G systems, based on operators’ policies, to provide standardized APIs to creation, modification, deletion, monitoring, and update of services of network slices [4]. 
A management interface between the Network Slice Management Function (NSMF) and the Communication Service Management Function (CSMF) is described in [5] or between Communication Service Provider (CSP) and Communication Service Customer (CSC) described in TS28.530 [2] is for this purpose. 
The CSMF / CSP is responsible for translating the service related requirement to network slice related requirements and inform the NSMF of the operator’s network through the management interface. For example, a customer may want to have a specific network slice instance created by the operator. He will inform the operator’s network through CSMF / CSP and the management exposure interface, the NSMF of the operator network may create the network slice instance for the customer accordingly. This feature may be charged. 
Other than the network instance creation, the operator may allow activation /deactivation, modification of configuration, deletion, and/or monitoring of a network slice instance.  
This management interface will need to be secured so that only authorized parties can create, alter, and delete network slice instances. Without secure protection, an attacker could: 
-	use charged for services in an unauthorized way
-	create a network slice instance to deny services to or track customers who expect to use a specific network instance
-	deny services to customers using an existing slice instance by modifying slice services
-	perform a man-in-the-middle attack by modifying a slice instance to reroute the traffic maliciously
-	deny services by deleting a slice instance
Attackers could gain access to this interface, 
-	if it is not secured
-	if they can pretend to be a genuine network manager
-	if they are able to replay a valid message
-	if they can modify a valid message undetected
***	END of 2nd CHANGES	***
		
***	BEGIN of 3rd CHANGES	***
6				Solutions
Editor's note:	This clause contains solutions proposed to address the identified key issues.	Comment by Lei Zhongding (Zander): Solutions have been added.
[bookmark: _Toc512262182]6.1				Solution #1.1: Security procedures for Management Exposure Interface	
…
***	END of 3rd CHANGES	***

